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1. OCHOBHBIE TPEBOBAHUSA KOMIIETEHIIUN
1.1. OBIIMUE CBEJAEHUS O TPEBOBAHUAX KOMIIETEHIUHA

TpeboBanus komnerennnu (TK) «CereBoe U cUCTEMHOE aIMUHUCTPUPOBAHUE)

OTIPENETSAIOT 3HAHUS, YMEHUS, HaBBIKM U TPYIOBbIC (DYHKIMHU, KOTOPHIE JIeXkKAT B
OCHOBE HauboJiee aKTyaJbHbBIX TpeOOBaHMI paboToaaTeneil oTpaciu.

I{enpr0 COpEBHOBAHMM 10 KOMIIETECHIMH SBISETCA JEMOHCTpalUs JIy4IINX
IPaKTUK U BBICOKOTO YPOBHSI BBIMIOJIHEHUSI padOTHl MO COOTBETCTBYIOIIECH paboyeit
CHELMATIHOCTU WM MPO(ECCUU.

TpeboBaHusi KOMNETEHLUHU SBISAIOTCS PYKOBOJACTBOM JJIsi IMOJATOTOBKU
KOHKYPEHTOCIOCOOHBIX, BBICOKOKBATU(UIMUPOBAHHBIX CHEUAIMCTOB / padoyux M
y4dacTusi UX B KOHKypcax Npo¢decCUOHaIbHOIO MAaCTEPCTBA.

B copeBHOBaHMAX MO KOMIIETEHIIMU IPOBEpPKA 3HAHWUN, YMEHHM, HABBIKOB U
TPYJIOBbIX  (PYHKIMI  OCYHIECTBISETCS MOCPEICTBOM  OLICHKM  BBIIIOJHEHUS
MPAKTUYECKON PabOTHI.

TpeOoBaHus KOMNETEHUMHU pa3[eieHbl Ha YETKUE pa3fesbl ¢ HOMEpamMu U
3aroJIOBKaMu, KaKJOMY pasjielly Ha3HAueH IPOLIEHT OTHOCHUTEIBHOM Ba)KHOCTH,

cymMa KOTopheIx coctasisieT 100.

1.2. HEPEYEHb [TIPO®ECCHOHAJIbBHbIX 3AJIAY CIHEHUAJIMCTA 110

KOMIIETEHIIUHA «CeTeBoe U CHCTEMHOE A IMUHUCTPUPOBAHUE»

Ilepeuenv 6u008 npogeccuonarvHol OesmenbHOCmuU, YMeHUll U 3HAHUU, U NPOpecCUOHATbHBIX MPYOOBbIX (PYHKYUL
cneyuanucma (uz @IOC/AIC/ETKC.) u 6asupyemcs nHa mpedOBAHUAX COBPEMEHHO20 PbIHKA Mpyoa K OAHHOMY
cheyuanucmy

Tabnuya Nel
Hepequb HpO(l)eCCHOHaJILHLIX 3aJa4d cnenquajaucra
BrimonHenne paboT TO BBIABICHUIO W YCTPAHCHHIO
1 HHIIUACHTOB B I/IH(l)OpMaI_II/IOHHO-KOMMYHI/IKaHI/IOHHBIX 25
CHUCTEMaAX
- CHCHI/IaJII/ICT JOJKCH 3HAaTh U IIOHUMATh.




JIniieH3noHHBIE TpeOoBaHUS o HaCTPOUKE u
AKCIUTyaTaluu YCTaHaBJIMBAEMOTO MPOTrPaMMHOTO
obecrnieueHus

OCHOBBI apXUTEKTYPBI, YCTPOUCTBA M DYHKITMOHUPOBAHUS
BBIYMCIIUTEIBHBIX CUCTEM

[IpyHIMOBI  OpraHu3alii, COCTaB U CXEMbl PadOTHI
OTIEPaIMOHHBIX CUCTEM

CrannapThl UHPOPMAITMOHHOTO B3aUMOJICHCTBUS CUCTEM
PernmamenTsl mpoBefeHUsT MPOQPIIAKTHIECKUX padOT Ha
aIMUHHUCTPUPYEMOU UH(OPMAIMOHHO-
KOMMYHHUKAIIHIOHHOW CUCTEME

HNHCTpyKIIMU M0 yCTaHOBKE aJIMUHUCTPUPYEMBIX CETEBBIX
YCTPOUCTB

NHCcTpyKiun 10 3KCIUTyaTallud — aIMUHUCTPUPYEMBIX
CETEBBIX YCTPOWCTB

NHCTpyKIIMM 10  YCTAaHOBKE  aJIMUHUCTPUPYEMOTO
MPOTPaMMHOT0 00ecTieUeHUs

NHCTpyKIIMM 10 3KCIUIyaTallMk  aJIMUHUCTPUPYEMOTO
MPOTPaMMHOT0 00ecTieUeHUs

TpeboBaHus oxpaHbl TpyJa Mpu padoTe ¢ anmapaTHLIMHU,
IpOrpaMMHO-aNnapaTHBIMU u MPOTPaMMHBIMU
CpeACTBaMH  aIMUHHUCTpUpyeMod  HHGOPMAIMOHHO-
KOMMYHHUKAIIMOHHOW CUCTEMBI.

- Cienmanuct JOMKEH YMETh:

NnentuduuupoBarh HMHIUIAEHTHI, BO3HUKAIOIIUE TMPU
YCTAaHOBKE MPOTPaMMHOTO OOeCIeueHusi, U TPUHUMATh
pelieHre 00 U3MEHEHUH MPOLETypbl YCTAaHOBKH
OueHuBaTh CTENEHb KPUTHYHOCTH WHUHUJIEHTOB TMIpU
paboTe MPUKIAAHOTO MPOTPAMMHOTO 00ecTIeueHus
YcTpaHATh BOSHUKAOIINE UHITUACHTHI

Jlokanu3oBaTh OTKa3 U MHULMHUPOBATH KOPPEKTUPYIOILINE
JNEUCTBUSA

[Tonb30BaThCss HOPMATUBHO-TEXHUYECKON JOKYMEHTAUEN
B 00J1aCTH MH()OKOMMYHHUKAIIMOHHBIX TEXHOJIOT Ul
IIponsBoauts MOHUTOPUHT aIMUHUCTPUPYEMOU
MH()OPMAIIMOHHO-KOMMYHHUKAITMOHHON CUCTEMBbI
KondurypupoBarh omneparmoHHbIE CHCTEMBI CETEBBIX
YCTPOKWCTB

[Tonp30BaTHCS KOHTPOJIBHO-U3MEPUTEILHBIMU TTPHOOpaMU
Y annaparypou




JIOKyMEHTHpPOBATh YUETHYIO uHpOpMaIUIO 00
UCTIOJIh30BAHUN CETEBBIX pecypcoB COTJIACHO
yTBEpKACHHOMY TpaduKy

Oo6ecnieucHne pa6OTBI TCXHHYCCKUX MW IIPOI'PAMMHBIX
CpCacCTB I/IHCI)OpMaI_II/IOHHO-KOMMYHI/IKaI_II/IOHHBIX CHUCTEM

- Crienmanuct A0JKEH 3HaTh U IOHUMATh

Hcnonp30BaTh  COBPEMEHHBIE  METOABI  KOHTPOJI
MIPOU3BOAUTEIILHOCTH UH(OPMAIMOHHO-
KOMMYHHKAITMOHHOM CUCTEMBI; AHanu3upoBaTh
coobuieHnss 00 omMOKax B CETEBBIX YCTPOWCTBAX H
ONEpallMOHHBIX cHucTemax; Jlokanu3oBbIBaTh OTKa3 H
WHUIMUPOBATh KOPPEKTUpYIoe nerncTBust; [IpuMeHsTs
MIPOrpaMMHO-aNMNapaTHbIE CPEACTBA JUJISl JUArHOCTHKHU
OTKa30B W OWMOOK CeTeBBIX YCTpoucTB; I[IpUMEHSTH
IITaTHBIE  MPOTpaMMHO-aNIapaTtHble  CpeAcTBa  JUIf
KOHTPOJIA IIPOU3BOJAUTEIIHOCTH CETEBOM
UHPPACTPYKTYpbl HH(GOPMALMOHHO-KOMMYHHUKAIIMOHHOM
cuctembl; [ [puMeHsATh BHEIIHNE IPOTpaMMHO-aNapaTHbIe
CpencTBa Uil KOHTPOJS IPOU3BOJMUTEIBHOCTH CETEBOM
UHQOPACTPYKTYPhl HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEMBI;

- Cienmanuct JOMKEH YMETh:

O6mume npuHUUIBl (YHKIUMOHUPOBAHUS annapaTHbIX,
IPOrpaMMHBIX W IIPOrPaMMHO-AIAPATHBIX  CPEACTB
aIMUHHACTPUPYEMOM CETH; ApPXUTEKTypa anmnaparHbIX,
MPOTPAMMHBIX W IPOTPaMMHO-ANNApPaTHbIX  CPEICTB
agMUHUCTpUpyeMOu ceTu; WHCTpyKIMM 10 YCTaHOBKE
aJIMUHHACTPUPYEMBIX CETEBBIX YCTPOUCTB; MHCTpYKIIMHK 11O
JKCIUTyaTallul aJIMHUHUCTPUPYEMBIX CETEBBIX YCTPOWCTB;
NHCTpyKIIMM 10 YCTAaHOBKE  aJIMUHUCTPUPYEMOTO
IPOrpaMMHOTO oOecreyeHus; NucTpykiun 1o
JKCIUTyaTallud  aJIMMHUCTPUPYEMOIO  IPOIPAMMHOIO
oOecnieuenus;  [IpoTOKOIBI  KaHAIBHOTO,  CETEBOIO,
TPAHCIIOPTHOTO W IPUKIAJHOIO yPOBHEHM  MOJEIU
B3aMMOJICUCTBUS OTKPBITBIX cucTeM; ba3oBas sramoHHas
MOJEIb B3aMMOJICHCTBUS OTKPBITBIX CUCTEM;
MexyHapoaHbie CTaHJaPThI JIOKJIBHBIX
BBIUMCIIUTEIBHBIX ceTed; Monenu UHPOPMAIIMOHHO-
TEJIEKOMMYHUKAaIMOHHOM cetn «VHTepHET»; PermaMeHTsl
IIPOBEICHUS npo(UIAKTUIECKIX pabot Ha
aAMUHUCTPHUPYEMOMU MH(POPMAILIMOHHO-
KOMMYHHUKAIIMOHHOM CHCTEME; YCTPOWCTBO WM NPUHLMII
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paboThl KaOeNbHBIX U CETEBBIX aHanMM3aTopoB; CpencTsa
rJIyOOKOro aHaau3a uH(POPMAITMOHHO-
KOMMYHHUKAIIMOHHOU CUCTEMBI; MeTtpuku
MIPOU3BOJUTEILHOCTH aJIMUHUCTPHUPYEMOU
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;
PernamenTtsl mpoBeneHus MpoduiakTUYecKuXx padboT Ha
aJIMUHUCTPHUPYEMOU uH(GOPMAITMOHHO-
KOMMYHHUKAIIMOHHOW cucteme; TpeboBaHMs OXpaHbl TPy Aa
Ipu paboTe C CETEBOl ammapatyporl agMUHUCTPUPYEMOI
MH(POPMALTMOHHO-KOMMYHUKALIMOHHON CUCTEMBI;

Peanuzanus CXEMBbI pPE3EpPBHOTO KOIMPOBaHUS,
apXUBUPOBAHUSA W  BOCCTAHOBJIEHUS KOH(UIypauui
TEXHUYECKUX U MPOrPAMMHBIX CPEJACTB MH(OPMAIIMOHHO-
KOMMYHUKALIMOHHBIX CUCTEM I10 YTBEP/KAECHHBIM IUIAHAM

- Cienmanuct JOJHKEH 3HATh U IOHUMATH:

O6mume npuHUUIBl (YHKIUOHUPOBAHUS —AamNapaTHbIX,
NpPOrpaMMHBIX M  OPOTPAMMHO-aNMNapaTHbIX CPEICTB
aIMUHUCTPUPYEMOU nH(OPMAIMOHHO-
KOMMYHUKAIIMUOHHOU CHUCTEMBI; ApXUTEKTypa
armapaTHbIX, TPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX
CpPEICTB aIMAHUCTPUPYEMOU nH(OPMAITMOHHO-
KOMMYHHMKAIIMOHHOW  cucTtembl;  MHcTpykuuum 1o
YCTAaHOBKE aJAMUHUCTPUPYEMBIX CETEBBIX YCTPOMCTB
UH(OPMAITMOHHO-KOMMYHHUKAIITHOHHON CUCTEMBI;
NHCTpyKIIMM 10  3KCIUTyaTallud  aJIMUHUACTPUPYEMBIX
CETEBBIX YCTPOMCTB nH()OPMAITMOHHO-
KOMMYHUKAIIMOHHOM  CUCTEMBI; NucTpykumum 1o
YCTAHOBKE aIMUHUCTPUPYEMOTO MIPOrPAMMHOTO
obecrieueHus; NucTpyKummn o DKCIUTyaTaluu
aIMUHUCTPUPYEMOTO  TPOTPAaMMHOTO  OOECIeueHus;
IIpoTOKOJIBI KaHAJBHOTO, CETEBOr0, TPAHCIIOPTHOIO H
MPUKJITHOTO YPOBHEMN MOJEIIN B3aMOJICCTBUSA
OTKPBITBIX ~ CHUCTEM; ba3oBas  JSTalloHHass  MOJIEJIb
B3aMMOJEUCTBUA OTKPBITBIX CHCTEM JUISl YIIPABJICHUS
ceTeBbIM  TpadukoMm; MeXIyHapOJIHbIE  CTaHAAPTHI
JIOKQJIBHBIX  BBIYMCIUTENBHBIX  ceTel  PermaMeHThI
IIPOBEICHUS npoUITAKTHIECKUX pabor Ha
aIMUHHUCTPUPYEMOU MH(OPMAIIMOHHO-
KOMMYHUKAITMOHHOU cucTeme; TpeboBaHuUs OXpaHbI Tpyaa
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mpu paboTe ¢ CeTeBOM ammapaTypol aIMUHUCTPUPYEMOM
MH()OPMAITMOHHO-KOMMYHHUKAITMOHHOW CHCTEMBI;

- Ciennanuct AOKEH YMETh:

Hcnonb3oBaTh NpOUEAYpbl BOCCTAHOBJIEHUS JIAHHBIX;
OIpEAEIATh TOUKH BOCCTAHOBJIEHMSI JAHHBIX; paboTaTh C
cepBEpaMH APXUBUPOBAHUS M CPEACTBAMHU YNPABIICHUSA
onepanuoHHbIX cucrteM; [lonb3oBaTbcsi HOPMAaTUBHO-
TEXHUYECKOU JOKyMEHTaluei B obnactu
MH(POKOMMYHUKAIIMOHHBIX ~ TEXHOJOTHH;  BhIMONHATH
IUIAaHOBOE apXMBHUPOBAHME MPOrPAaMMHOr0 0OecCHedeHUs
MOJIb30BATENBCKUX YCTPOMCTB COTIaCHO FPpaUKY;

BHeceHrne u3MEHEHHII B TEXHUYECKHE W IPOTrPaMMHbIC
cpeacTtBa MHGOPMAIIMOHHO-KOMMYHUKAITMOHHBIX CUCTEM
10 YTBEPKICHHOMY TUIaHy padoT

- Cienanuct A0KEH 3HATh U TOHUMATh:

Hcnonb30BaTh  COBPEMEHHBIE  METOABI  KOHTPOJIS
MIPOU3BOAUTEIILHOCTH uH(pOpPMAIIMOHHO-
KOMMYHHUKAIIMOHHOM CUCTEMBI; AHaJIN3UPOBATH
coobuieHnsi 00 omMOKax B CETEBBIX YCTPOWCTBaxX M
OMEepalMOHHBIX cucTemax; Jlokanu3oBbIBaTh OTKa3 H
VHHUIMAPOBATh KOPPEKTUpYrOLMEe neuctsust; [IpumMeHsaTs
MporpaMMHO-anmnapaTHble CpeacTBa [JIsi JAUArHOCTHKHU
OTKa30B W OIIMOOK CETEeBBIX YCTpoucTB; I[IpUMEHSTH
ITaTHBIE  NPOrpaMMHO-AIIApaTHbBIE  CPEACTBA IS
KOHTPOJIS MPOU3BOAUTEILHOCTH CeTeBOM
UHQPACTPYKTYPhl HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOM
cuctembl; [[puMeHsTh BHEIIHKUE MPOrPAMMHO-AIapaTHHIE
cpencTBa Il KOHTPOJS MPOU3BOAMUTEILHOCTH CETEBOM
UHOpaCTPYKTYphl HHGOPMAITMOHHO-KOMMYHUKAIIMOHHON
CUCTEMBI;

- Cieuanuct JOMKEH YMETh:

OOmue npuHLOMNB (QYHKIIMOHUPOBAHUS  alMapaTHBIX,
MpOrpaMMHBIX M  MOPOTrpaMMHO-aNMnapaTHBIX CPEICTB
aIMUHUCTPUPYEMON CeTH; ApPXUTEKTypa amnmnapaTHbIX,
MpOrpaMMHBIX M  MOPOTrpaMMHO-aNmapaTHBIX  CPEICTB
aIMUHUCTpUpyeMor ceTu; MHCTpYyKIMu 1O YCTaHOBKE
aIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB; MHCTpYKIIUHU 110
AKCIUTyaTalluy aIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB;
NHCTpyKIIuM 1O YCTaHOBKE  aJMHUHHUCTPUPYEMOTO
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IIPOTPAMMHOTO obecrieueHus; NucTpykuuun o
JKCIUTyaTallul  aJIMHUHUCTPUPYEMOTO  NPOIPAMMHOIO
obOecnieuenus;  [IpoTOKOIBI  KAaHAIBHOTO,  CETEBOIO,
TPAHCIIOPTHOTO M  MNPHUKIAJAHOTO YPOBHEH  MOJEIU
B3aUMOJICHCTBUSL OTKPBITHIX cHcTeM; ba3oBas »TajoHHas
MOJEb B3aMMOJICHCTBUSA OTKPBITBIX CUCTEM;
MextyHapoiHbIe CTaHJaPThI JOKAITBHBIX
BBIYMCIUTEIBHBIX ceTed; Monenu uHGOPMAIIMOHHO-
TEJICKOMMYHUKAMOHHOMN ceTu «HTepHeT»; PernamMmeHThI
IPOBEAECHUS npo(HUIIaAKTUYECKUX pabor Ha
aIMUHUCTPUPYEMOU nH(OPMAIMOHHO-
KOMMYHHUKAIITMOHHON CHCTEME; YCTPOWCTBO W HPUHLIMII
paboThl KaOENbHBIX U CETEBBIX aHau3aTopoB; CpencTBa
rJIyOOKOT0 aHajau3a MH(OPMAIMOHHO-
KOMMYHHUKAIIUOHHOU CHUCTEMBI; Metpuku
IIPOU3BOAUTEIILHOCTH aIMUHUCTPUPYEMOU
MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHON CHUCTEMBI;
PernamenTsl mpoBefeHUS MPOQPHIAKTHYECKUX padOT Ha
AIMUHUCTPUPYEMOU MH(OPMAIMOHHO-
KOMMYHUKAIIMOHHOU cucTeme; TpeboBaHusi OXpaHbl TpyJa
npu paboTe C CETEeBOM armapaTypoil aAMUHUCTPUPYEMOI
MH(POPMAITMOHHO-KOMMYHUKAIIUOHHOW CUCTEMBI;




1.3. TPEBOBAHUS K CXEME OLHEHKHA

Cymma 06amioB, IpHUCYXKIAeMbIX MO KaXJIOMY acleKTy, JOJDKHA MOoManaTh B
nuana3oH  0ajuioB, OINpEAENEHHBIX U1 KaXJIOoro pasieia KOMIETCHIIMH,
0003HaYECHHBIX B TPEOOBAHUAX U yKa3aHHBIX B Tabmuiie No2.

Tabnuya No2

Martpuna nepecuyera Tpe0OBaAHUI KOMIIETEHIIUM B KPUTEPUH OLCHKH

1.4. CHEIM®UKALIASA ONEHKY KOMIIETEHIINA

Onenka KoHkypcHOTO 3aaHust OyJeT OCHOBBIBAThCS HA KPUTEPHUSX, YKa3aHHBIX
B Ta0uie Ne3:
Tabauya N3

Onenka KOHKYPCHOTI'0 3aJaHUA

OrnieHrBaeMBbI€ aCIIEKThl UMEIOT Pa3HBIA BEC B 3aBUCUMOCTH
OT UX cJoXKHOCTU. CXeMa OIICHKH MOCTPOEHA TaK, YTOOBI
Ka)XbIil aCIIEKT OLIEHUBAJICS TOJIBKO OJMH pa3. Hanmpumep, B
3aJIaHUM TIPEANKCHIBACTCS HACTPOUTHh KOPPEKTHBIE HMMEHa
JUIST BCEX YCTPOMCTB, NaHHBIA AacleKT OyJeT OIleHEeH B
MIEPBBII IEHb TOJIBKO OJIMH pa3 U MOBTOPHAs OLIEHKA JaHHOTO
acrekTa mpoBOaUTHCS He Oy1eT. OIMHAKOBBIE TyHKTHI MOTYT
OBITH MTPOBEPEHBI U OLIEHEHBI OoJbIle, yeM | pas, ecnu st
WX BBITTOJTHEHUS MPUMEHSIFOTCS Pa3HbIe HACTPOUKHU WM OHH
BBITIOJIHSIIOTCA Ha pasHbIX Kiaccax ycTpoicts. [Ipouemypa
OIICHKM  pEe3yJbTAaTOB  BBITIOJIHEHHWS  3aJaHus  OyAeT
MIPOU3BOJUTHCS B KOHIIE JTHSI KOHKPETHOT'O MOYJISI.

OueHnBaeMble aCleKThl UMEIOT Pa3HbIA BEC B 3aBUCUMOCTH
OT UX cJoXKHOCTU. CXeMa OIIEHKH IMOCTPOEHA TaK, YTOObI
KaKJIbII aCIIEKT OLEHUBAJICS TOJIBKO OJMH pa3. Hampumep, B
3aJIaHUM TIPEANKCHIBACTCS HACTPOUTH KOPPEKTHBIE HMEHA
JUIT BCEX YCTPOWMCTB, NaHHBIA acleKT OyJeT OIlEHEH B
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NEPBBI IHb TOJBKO OJIUH Pa3 M IOBTOPHAS OLIEHKA TAaHHOTO
acriekTa MpoBOAUTHCA He OyneT. OJMHAKOBBIE ITYHKTHI MOTYT
OBITH IPOBEPEHBI M OIICHEHBI OoublIe, ueM 1 pas, ecnu uis
UX BBIIOJIHCHUS TPUMEHSIOTCS Pa3HbIe HACTPOIKH WIIM OHU
BBITIOJIHAKOTCS Ha Pa3HbIX Kilaccax ycrpoucts. IIpomenypa
OLIEHKM  PE3yJbTaTOB  BBINOJHEHHSA 3aJaHus  OyZer
IIPOM3BOJIUTHCS B KOHIIE JHSI KOHKPETHOTO MOJTYJISI.

Oo0ecneuenne
0TKA30yCTONYNBOCTH

OrneHrBaeMbIC acIeKThl UMEIOT PAa3HBIN BeC B 3aBUCUMOCTH
OT uX ciokHOCTU. CXeMa OIICHKH IMOCTPOCHA TaK, YTOOBI
KaXX/IbIil aCTICKT OI[CHUBAJICS TOJILKO OJMH pa3. Hanpuwmep, B
3aJIaHuU TIPEMIMCHIBACTCS HACTPOUTH KOPPEKTHBIE WMEHa
JUIS BCEX YCTPOKMCTB, NaHHBIH acreKT OyneT OLEeHEH B
MIEPBBIN JIEHb TOJIBKO OJIUH Pa3 U MOBTOPHAs OI[EHKA JAHHOTO
acreKTa MpoBOAUTHCS He OyaeT. OIMHAKOBBIE MYHKTHI MOTYT
OBITH IPOBEPEHBI M OIICHEHBI OOJbIIe, YeM | pas, eciu Juis
UX BBIOJHEHHS TIPUMEHSIOTCS Pa3HbIC HACTPONKHU WIIH OHU
BBITIOJIHAKOTCS Ha Pa3HbIX Kiaccax ycrpoicts. IIpouemypa
OLICHKA  pE3yJIbTAaTOB  BBINOJHECHUs  3aJaHusi  OyneT
MIPOU3BOIUTHCS B KOHIIE JHS KOHKPETHOTO MOTYJISI.

1.5. KOHKYPCHOE 3AJIAHUE

O61as npoaOKUTENBHOCTL KOHKYpCHOTO 3amanus’: 8 u.

KonmuuectBo koHkypcHbIX nneit: 2 aus ( 1 menp — Moayns A, b; 2 neHp —

Monyns I).

Bue 3aBucuMocTH oT KonuuecTBa Moayied, K3 qomKHO BKIIFOYATh OLIEHKY 1O

KKJIOMY 13 pa3zeioB TpeOOBaHUN KOMIICTECHIIUH.

OueHka 3HaHMM Yy4YacTHUKA JOJDKHA MPOBOJIUTHCS 4YEpPEe3 MPAKTUUECKOE

BbInoJIHeHHEe KoHKypcHOTO 3a1anus. B nonosHeHne MOTyT yUYUTHIBAaThCS TPEOOBAHUS

paboToaTenei s IPOBEPKH TEOPETUUSCKUX 3HAHHUK / OIICHKH KBaJIU(PUKAIIHH.

1.5.1. Pa3zpaGoTka/BbI00pP KOHKYPCHOI'O 32/1aHUA

KoHkypcHOe 3amaHue cOCTOUT M3 3 MOAYJEH, BKIIOYAET 003aTENIbHYIO0 K

BBITIOJIHEGHUIO 4YacTh (MHBapwaHTt) — 3 Moxayied, OOmee KoimmuecTBO OaioB

KOHKYpCHOro 3a1anus cocrasiser 100.

1 .
Vkasvieaemca cymmapnoe epems na evinonnenue ecex mooyneti K3 oOnum KoHKypcanmonm.
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1.5.2. CTpykTypa MoayJieii KOHKYPCHOTI'O 3a1aHUA

Moayasb A. (Ayaur)

Bpems na gvinonnenue mooynsa 2 yaca

3ananmue:

PykoBOACTBO, B JIMIlEe HEMOCPEACTBEHHOTO HayalbHUKA, MOCTABHJIO BaM 3ajadyy —
MIPOM3BECTH HE3aBUCHUMYIO OLIEHKY PEe3yJbTAaTOB BBIMIOJHEHUS KBaJTU(PUKAIMOHHOTO
WCIIBITaHUS BAlIEr0 BO3MOMXHOTO KOJIJIETH.

KoMmiekr JoKyMeHTauuu Ui TPOBEACHUS HUCIHBITAHUS BKIOYaeT B cels
HENOCPEICTBEHHO 3aJlaHMe M HaboOp OLEHOUYHBIX BefoMocTeil. B Bamem
pacrnopsbkeHud OyJIeT U TO U APYToe.

[TomuMo 3TOrO, OTAET KaJApOB TPEOYET OT HA4YaJIbHUKA OTJIENa, a 3HAYUT U OH OT Bac,
3aJJOKyMEHTHPOBATh OLIEHKY, COCTaBUB OTYET B TEKCTOBOM JJOKyMeHTe popmara ODT,
/1€ KaKJIbIil U3 acleKTOB OLEHKH (110 HOMEPAM aCIEKTOB OI[EHOYHOTO JICTa) OyAeT
UMETh TMOATBEP)KIEHUE, B BHJI€ CHUMKa ()parMeHTa 3KpaHa ¢ HHpOpMauueu, Ha
OCHOBAHUU KOTOPOU BbI IPUHSIA CBOE PELICHUE U MOACHEHHUS K HEW. Y Bbl, BApUaHTA
OTMETHUTH BBINIOJIHEHUE IYHKTOB 3a/JlaHUsl, HE TSI Ha WHQPACTPYKTYpy BaMm He
OCTAaBWJIM — B HEKOTOPOM CMBICJIE 3TO M Ballla aTTECTALUs, CAMU ITPOCHIIN TTOBBILLICHUS
u npubaBku K okyany. [llabnon u TpeOoBaHUSA K OTUETY PACHOIOKEHbI HA pabodyeM

CTOJIC TCKYHICTO I10JIb30BaTCIIA.

Hoctyn k uHGpacTpyKType Ha ypOBHE TUIIEPBU30pa IPEACTaBIEH YUETHON 3aMKCHIO C
MUHUMAJIbHBIM YPOBHEM MPUBUJIETHM, PEKBU3UTHI MOJKIIOUEHUS — Ha OJIaHKeE.
Hoctyn Ha ypoBHe OC BO3MOXKEH C UCIOIB30BAHUEM CIIETYIONIUX PEKBU3UTOB:
Jlorun: root | prof (B 3aBHCHUMOCTH OT TIATHOPMBI)

[Taponb:  toooor | K@lugal (cooTBeTCTBEHHO)

Nctounuku: https://e.lanbook.com/book/362903
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YT0 U3BECTHO O 3alaHrH, BBIIIOJIHCHHUEC KOTOPOI'O BaM IMPEACTOUT OHCHI/ITB?

Tomosgorus

Left Internet Right

—f s
= ~
e

CLI

~ HH)
A%
> )
A%

External-L External-R

=

ISP b

G

==

Cxema aapecanun

Pa3zpaboTana Tem, KTO BBIOJHS 3a/1aHue. Heo6XoaumMo 3anmoIHUTh CaMOCTOSTEIBHO
B ONaHKe, ¢ y4€ToM (PaKTUYECKH HACTPOEHHBIX aJpPEeCcOB HAa CTEHHAE MJIA KaxKIOro
YCTPOMCTBA.

Texcr 3apanns (yumamovl KOHKPEMHbIX NYHKMOG 3A0AHUS NPUCYMCMEYIom 8 DllaHKe

quéma, gecb mexkcm He Obll npedcmaeﬂen ons 03H(1K0.MJZ€HM}Z)

Baok 1

1. BbIno/iHeHHEe NPOEKTHPOBAHMS Ka0eJbHON CTPYKTYPbl KOMIIbIOTEPHOM CeTH.

BupryanbHble MAaIIMHBI 1 KOMMYTaIUS
Heo0OxonuMo BBINOMHUTE co3faHue U 0a30BYI0 KOHQUIYpalMIO BUPTYaJbHBIX MAllUH.

2. OcyuecTBiieHHE BHIOOPA TEXHOJIOTHH, HHCTPYMEHTAJIBHBIX CPEICTB U CPeACTB
BbIYHMCJIUTEIbHON TEXHWKH NPH OPraHU3alUuM mpouecca pa3padloTKH M HMCCJIeJ0BAHUSA
00beKTOB PO ecCHOHAIBLHOM AeATeIbHOCTH

CeTeBasi CBSI3aHHOCTh

Kongurypauus BUpTyaJbHbIX YACTHBIX ceTeil

Hacrpoiika mapmipyTuzanuu

Baok 2:

1. AAMHMHHCTPHpPOBAaHME JIOKAJBHBIX BHIYMCIUTEIbHBIX ceTeli H MPUHATHE Mep 10

YCTPAHEHHMIO BO3MOKHBIX c00€B

CereBas CBSI3HOCTD.
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B pamkax ganHOr0 MOy TpeOyeTcs 00eCIeUnTh CeTEBYIO CBSI3HOCTh MEXy perHOHAMHU
paboThI MPHUIIOKEHUS, A TaKXKe obecreunTs Beixo7 BM B umutupyemyto cets “MuTtepuer”.

2. AI[MI/IHI/ICTPHPOB&HI/IQ CE€TEBLIX PECypCcoB B I/IH(l)OpMaIII/IOHHLIX CUCTEMax

NudppacTpykrypHbie CIIy:KObI.
B pamkax paHHoro 650ka HEOOXOJMMO HACTPOUTh OCHOBHBIE HH(PACTPYKTypHBIE
ci1y’kObl U HaCTPOUTH MpezcTaBieHHble BM Ha mpuMmeHeHue 3THX CiIyx O sl BCeX OCHOBHBIX

(byHKIHHA.

2. BzammopneiicTBHe €O CHENMAJMCTAMH CMeKHOro mpoduisi nmpu paspadorke
METO/I0B, CpeICTB M TEeXHOJOTMii TNpPHUMeHeHUs] O00beKTOB NPpodeccHOHATBLHOM
AesITeJIbHOCTH

HNuppacTpykTypa BeO-IpHI0KEHUS.
JlaHHbI GJI0K Mo/Ipa3yMeBaeT YCTAaHOBKY M HACTPOMKY JIOCTyNa K BeO- MPUIIOKEHUIO,
BBHITIOJTHEHHOMY B (popmaTe koHTeiHepa Docker.

Baok 3:

1. YcraHoBka, HacTpoiika, JKCILUIyaTauMsi M OOCIY’KMBAHHE TEXHHYECKHX M
NMPOrpaMMHO-aNMNAPaTHBIX CPEACTB KOMIIBIOTEPHBIX ceTel

Kondurypauusi BUpTyaJbHBIX YACTHBIX CeTel

2. VYcraHoBKa, HAcTpoiika, »JKcIjyartauus W 00CJAY:KMBAaHHME  CeTeBbIX
KOH(pUTrypaumi.

Hacrpoiika cnnucKoB KOHTPOJISA 10CTyA

OrieHKa TPOU3BOJUTCS MO OOBEKTUBHBIM aCTIEKTaM, IOCTYITHO JIBa BapUaHTa OTBETa
M0 KaKJIOMY U3 HUX (Aa/HeT), y4€T 4aCTUYHOTO BBHITIOJHEHUS IMYHKTa 3aJaHus HE
npeaycMoTpeH. Bama 3amada  He CcOCTOMUT B TOM, 4YTOOBI HacTpauBaTh
HHPPACTPYKTYpY, TOJIBKO €€ OlICHKA, BKJIFOYAIOIasi B Ce0s 3aM0JTHEHUE PYKOIMUCHBIX

OLICHOYHBIX BEJOMOCTEH U OTUETA B SJIEKTPOHHOM BHJIE.
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Moayas b. (HacTpoiika TeXHHYECKMX M NPOrpaMMHBIX

HH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM) (MHBAPUAHT)

Bpewms na evinonnenue mooynsa 3

3aganus:

qacCcoB

R-HQ

— ﬂ FW.DT s CLI-HQ
[ |

HasBanue oC
yCTpOICTBa
R-DT EcoRouter
FW-DT Ideco ngfw
CLI-DT AnbT Pabouas cranmus 10
R-HQ EcoRouter
CLI-HQ Anwt Pabouas cranmus 10
FW-DT Ideco ngfw
CLI AnpTt Pabouas cranmus 10
FW Ideco ngfw

CpeacTB
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1. IIpoBeanTe aHAIN3 CETEBOI0 NMOAKJIYEHUS U 3aNI0JTHUTE TAOJTUILY

YcerpoiicTBo HazBanue Anpec/Macka Cocennee
uHTepderica YCTPOHCTBO
ISP
R-HQ CLI-HQ
ISP
R-DT FW-DT
R-DT
FW-DT CLI-DT
ISP
FW CLI
CLI-HQ R-HQ
CLI-DT FW-DT
CLI FW

2. HacrpoiiTe noak/iloueHus K nNpoBaiigepy

a. Hactpoiite MapmpyThl NO YMOJYaHUIO HAa YCTPOWMCTBAX, TAE€ 3TO
TpedyeTcs

b. IIpoBaiiiep UCIIONB3YET NMEPBBIN AIPEC CETU

3. Hacrpoiika 1MHAMUYECKOH TPAHCIALMHI AIPecOB

a. Hacrpoiite (mepekoHurypupyiiTe) IMHAMHYECKYIO TPAHCISAIIUIO
aJIpeCcoB Ha yCTPOUCTBAX, Iie 3TO TpeOyeTcs

b. Bce ycTpoiicTBa Bo Bcex oducax T0KHBI UMETh IOCTYT K cet IHTepHeT

4. Mexny MapLIpPyTH3ATOPAMH R-DT U R-HQ HEe00X0AMMO

CKOH(UTYPUPOBATH IP TYHHEIb

a. HUcnonwsyiite GRE
b. Ucnonesyiite cers 10.10.10.0 ¢ MuHMManbHO TpebOyemol Mackou

HoaACECTH

5. Mexnay wmexkcerebiMu JkpanamMu FW u  FW-DT HeoOxoammo

CKOH(UTYPUPOBATH IP TYHHEJIb

a. Ucnonssyiite GRE over IPSec
b. Ucnonsiyiite PSK P@ssw0rd123

c. Hcnonwayiite ceth 10.10.0.0 ¢ MUHUMAaNIBHO TPEOYEeMOM MacCKOM MOJICETH
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6. Hacrpoiite tuHamuveckyro mapmpyruzanuw OSPF

a. Mexny R-DT u FW-DT

1.

11.

1il.

MapuipyTu3aTtop AOKEH y3HaBaTh O CETAX, MOJKIIOYEHHBIX K
MexceTreBomy dkpany no OSPF.

Me:xceTeBoi 3KpaH JOJKEH Y3HABATh O CETAX, MOAKIFOYEHHBIX K
MapuipyTtuzaropy no OSPF.

MapiuipyTu3zatop J0JKEH ObITh 3alIUIIEH OT BOpOca MapIIpyTOB €
TOOBIX  MHTEpdEiicoB, KpoMe TeX, Ha KOTOpbIX OOMEH

MapuipyTamu sIBHO TpeOyeTcsl.

b. Mexnay R-DT u R-HQ

1.

1.

1il.

MapuipyTu3atopbl JODKEH Yy3HaBaTh O BHYTPEHHUX CETSX
cocegHero mapuipytuzaropa no OSPF.

MapuipyTuzatopsl JIOKHBI OBITH  3alUIIEHBl OT BOpoca
MapuipyToB € JIIOOBIX HHTEpP(ENCOB, KPOME TEX, HA KOTOPBIX
00MEH MaplIpyTaMu SIBHO TpeOyeTcs.

ObecneubTe 3aIUTY MNPOTOKOJIA MAPUIPYTU3ALMHU TOCPEACTBOM
MapOJIbHOU 3aLUTHI

a. Hcnons3ylite mapons P@sswOrd

c. Mexay FW n FW-DT

1.

MexceTeBbie 9KpaHbl OOJIKHBI Y3HABATHL O CCTAX COCCAHCTO

MexceTeBoro 3kpana no OSPF.

7. Hacrpoiika kiueHTaM BbIxoJ B UHTEepHeT

a. Hacrpoiika Ha FW-DT

1.

il.

Co3paiiTe ydeTHyH 3aluCch C HMEHEM Internet W mapojeM
P@sswOrd123
Hacrporite aBTopr3anuto mo rnojaceTsam

1. Hcnonw3yiite JokanbHyto ceTh oduca DT

b. Hacrtpoiika nHa FW

1.

Coznaiite y4eTHYIO 3alIUCh

1. ¢ umenem user u napoiem P@ssw0rd123
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2. ¢ umeHeM superuser u maposiem P@ssw0rd123
ii. Hacrtpoiite Be6-ayTeHTrdukaimio

1. Wcnonp3yiiTe ayTeHTH(PHUKAIUIO Yepe3 BeO-uHTepdeiic

2. Wcnons3syerite nomennoe nms Ideco NGFW - fw.au.team
iii. HactpoliTe orpann4enre CKOpoCTH HHTEpHET-Tpadrka

1. OrpanuubTte CKOPOCTh WHTEpHET-Tpaduka TUTSt

moJib3oBarens user 1o 10 Mowut/c
2. OrpaHuubTe CKOpPOCTH UHTEpHET-Tpaduka TS

noJib3oBaTess superuser B 30 Mout/c

8. Hacrpoiika 6a30BbIX ceTeBbIX CEPBHCOB Ha MexkceTeBOM Ikpane FW

a. Hactpoiite DNS

1. B kaudectBe BHemHero DNS cepBepa ucnosb3yiite 77.88.8.8
ii. Co3zpmaiiTe master-30Hy au.team
1. Hcnonp3ylite mapaMeTpsl 30HBI HA CBOE YCMOTPEHNE

2. Cospaiite A 3ammce fw.au.team

b. Hacrtpoiite DHCP-cepsep

1. AJpec ceTu — corjiacHO TOIMOJIOTUH

ii. [P amanason s Beigaum - aapeca ot 100 1o 200 BKIFOUUTEIBHO
iii. [mro3 - nokanbHbIN aapec FW
1iv. DNS cepsep - nokanbHbIil agpec FW

v. DNS-cyddukc — au.team

vi. Hactpoiite kimenta CLI Ha nomyuenue IP agpeca mo DHCP

9. Hacrpoiika VPN

a.

VPN nnaHupyercs HCnonab30BaThesl Mg goctyna B cetb CLI B ciyuae
TeXHU4Yeckux mpobmem B oduce DT Ha ycTpoiicTBax, He

noaaepxkuBaromux padory Ideco Client

. B xauectBe cepBepa VPN ucnonbzyere L2TP/IPSec

B xagecTBe mojceTn ucnosb3yire aapecHoe nmpocrpancTro 10.128.0.0/24

B kauecTBe mojb3oBaTENs PICHOJ'IL?;YﬁTC II0JIb30BATCJII C UMCHEM Vpn U

naposnem P@sswO0rd123
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e. B kauectBe PSK ucnonssyiite P@ssw0Ord123

f. B kauectBe knuenTa Boictynaer CLI-HQ

10.Ideco Client

a. Jlnsg moakmroueHus u3 JokaabHOM ceTd, ycraHoBuTe Ideco Client na CLI

1.

1.

1il.

Cozpmaite mpodunb ¢ wumeHeM User st  BO3MOXKHOCTH
apropu3anuu Ha yctporcrse CLI mox nonb3oBarenem user
Cozpaiite npogmwib ¢ wuMeHeM Super s BO3MOXXHOCTH
apropu3anuu Ha ycrporictee CLI mox mons3oBarenem superuser
Bo Bcex co3naHHBIX NpoQUIsSX Mapojb MOJIb30BATENs JOJIKEH

OBITH COXpaHEH

b. Jlns nmoakirodeHus u3 BHemHel cet, ycranoBute Ideco Client na CLI-

HQ

1.

1.

1il.

[ToaxatoueHue W3 BHELIHEW CETH IUIAHUPYETCS HCIOIb30BATHCA
1t joctyna B cetb CLI B ciyyae TeXHMUECKUX MpobJieM B odrce
DT

Cozpmaiite  mpoduns ¢ wumeHeM VPN g BO3MOXXHOCTH
aBropuzanuu Ha yctpoirictee CLI-HQ nox nons3oBaTenem vpn

Bo Bcex co3nmaHHbIX NMpoduisX MNapoib MOJb30BaTeNs JI0JKEH

OBITH COXpaHEH

c. TlompoOy#iTe aBTOPU30BaTHCA HA COOTBETCTBYIOIIUX YCTPOMCTBAX MO/

KaKJbIM MpouiiemMm
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Mogayas I'. (Obecneuenue omkazoycmoituusocmu) (BapuaHT)
Bpems na evinonnenue mooyna 3 uaca

3aganuda:

1) HoaroroBka mamuubl Cloud-ADM.

1. Co3zpnaiite BupTyanbHbiii nHCTaHC ¢ UMeHeM Cloud-ADM u noakItouuTe ero
K HeoOXxoauMbIM ceTsiM (cMm. Tomonorus L-3), a Takke accolMupyiTe ¢ HUM IJ1aBalo-
muii [P-anpec.

2. YCcTaHOBUTE CIEAYIOLINE MAPaMETPhI JUIsl CO3JaBAEMOT0 MHCTAHCA:

1. Tun BupryansHoit mamuusl: 2 vCPU, 4 I'b RAM;

i1. Pazmep aucka: 30 I'b.

3. B xauecTBe orepalmoHHONW CHCTEMbI UCIONB3yiTe AnbT Pabouas craHmus
(amanTupoBaHHYIO 1MOJ paboTy B 00iake), madsion alt-workstation-10.4-p10-cloud.

4. Hactporite mHCTaHC JUIs pa3pelIeHUs] BHEITHUX IMOJKIIFOYEHUH IO TPOTOKOITY
SSH u RDP.

5. HactpoiuTe BHemHee noakinoyeHrne no SSH coxpaHuB KIIFOUEBYIO Hapy IS
nocrytna ¢ Bamiero jgokanbHoro [TK Ha paGodem crone ¢ pacimvpeHuemM .pem:

1. Coznaiite B PUTTY npo¢uns ¢ umenem Cloud-ADM;

1. PeanuzyiiTe BO3MOXHOCTb YCTAHOBJICHUSI COCMHEHHUSI C MHCTAHCOM
Cloud-ADM c nokanpHOro IIK wepe3 PuTTY, 6e3 HeoOX0aAMMOCTH BBOA JOTIOJIHH-
TEJIbHBIX TTapaMEeTPOB;

11i. J{7s moakImroueHUs UCTIOJIb3yiTe nMsl TTosib3oBarens altlinux u panee
COXpaHEHHYIO KJIIOYEBYIO Mapy.

6. HactpoiiTe BHemHee noakiatoueHue 1no RDP coxpanuB Ha paboueMm ctoiie
npodwmib ¢ umenem Cloud-ADM:

1. JIJ1st moAKITIOUEHMS UCTIONB3YHUTE UM TToTk3oBaTess altlinux u naposib

P@sswOrd.

2) Pa3géprbiBaHue 00,1a4HOM HHPPACTPYKTYPHI.
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1. [TogroroBsTe CuEHapHUil aBTOMAaTU3alMK pa3BEPThIBaHUS 00J1auHON MHpa-

CTPYKTYPBI:

a) CozmaiiTe Bce HEOOXOIMMbIC HHCTAHCHI:

i. Cloud-HAO1, Cloud-HAO2: 1vCPU, 512 Mb O3Y, 10 I'b pa3mep
JTHUCKA;

ii. Cloud-DBO1, Cloud-DBO02 , Cloud-WEBO1, Cloud-WEBO02: 1vCPU,
1T'b O3Y, 10 I'b pa3mep naucka;

iil. B kauecTBe omepanMoOHHON cHCTEMbI HCTONb3yiTe AJNbT Starterkit
(onTuMu3upoBaHHas cOopka moj obsaka), mabdnon alt-pl0-cloud-x86_64 (pasmep:
385 Mub).

b) CoznaiiTe Bce HEOOXOIUMbIE BUPTYaJIbHBIC CETHU:

1. ObecnieubTe MPaBUIIHLHOE MOAKIIOYEHUE CO3/1aBAEMBIX HHCTAHCOB K CO-
OTBETCTBYIOIIUM BUPTYaJIbHBIM CETAM B paMKax 3adaHHOW Tomojoruu (cMm. Tomoro-
rus L-3).

c) Peanusyiite Oe30macHbIi JOCTYIL:

1. JlocTymr K0 BceM MHCTAaHCAM JOJIKEH OBITh PEaTM30BaH IO MPOTOKOITY
SSH tonbko ¢ BupTyanbHoi Mamuabl Cloud-ADM Ha OCHOBE OTKPBITHIX KITHOUCH;

d) Co3znaiite 6anaHCUPOBIIUMK HATPY3KHU U pacripenenure Tpadhux Mexay UH-
crtancamu Cloud-HAOT u Cloud-HAO2.

1. Orpann4bTe BHEIIHUN JOCTYH K OAJTaHCUPOBIIUKY TOJBKO MPOTOKO-
aamu HTTP u HTTPS.

2. NmeHa MHCTAHCOB, BUPTYaJIbHBIX CETEH, W OAJaHCUPOBIIMKA HATPY3KH
JIOJKHBI COOTBETCTBOBATh UMEHOBAHMSIM, yKa3aHHBIM B Tononoruu (cM. Tomomorus
L-3).

3. Peanuzarnus ckpunTta aBTOMaTH3aIIUN:

a) Ha BupryansHoii mammbne Cloud-ADM co3paiite ckpunt deploy-
cloudinfra.sh:

1. B kawectBe pabodeil  OUPEKTOpPUM  HUCIONB3YHUTE  MyTh

/home/altlinux/bin;
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i1.  CkpunT  JOJDKEH  HCHoJIb30BaTh  (aiin  koHdurypamuu
/home/altlinux/bin/cloudinit.conf 15 HacTpoiiku NoAKIIOYEHHS K 00JIaYHOMY TPO-
Banaepy;
i11. B ¢aitne cloudinit.conf nonyckaercs ucnosib30BaHNEe KOMMEHTAPHEB,
MOSICHSIOIINX Ha3HAaYEHUE TTapaMeTPOB;
iv. Ilpu mpoBepke 3amaHus, SKCHEPTHl MOTYT H3MEHUTHh HACTPOWKH
ToabKO B (aiiie cloudinit.conf. [Ipyrue daitnpl pegakTupoBaThCs HEe OyayT.
b) Ckpunt gomxeH ObITh pa3paboTaH TakUM 00pa3oM, YTOOBI €r0 MOYKHO
OBLIIO BBIMOJIHSATH U3 JIFOOOU TUPEKTOPUHU 6€3 HEOOXOIMMOCTH yKa3aHUs MOJTHOTO My TH
K UCTIOTHsieMOMY (aility.
c¢) Jlns BeITIOJIHEHUS 3a7aHUsS UCIIOJIB3YWTE HHCTPYMEHTHI 11 aBTOMAaTH3a-

1uu pa3BéprreiBanus nHdpacTpykTypsl Terraform i (1) OpenStack CLI.

3) Hacrtpoiika 00/1a4H0M HHPPACTPYKTYPBHI.
1. [loaroroBbTe cueHapuil aBTOMATH3AI[MN HACTPOUKH 001auHOM UH(PPACTPYK-
TYPHI:
a) Peammsyiite cnenytonmit ¢yHkuuonan Ha uHctaHcax Cloud-HAO1 u
Cloud-HA02:
1. YcranoButs 1 HacTpouts HAProxy:

1. Hactpouts frontend mns npocnymmuBanus noptoB 80 (HTTP) u 443
(HTTPS);

2. Hactpouts backend ¢ 6amancuposkoit mexay BeO-cepBepamu Cloud-
WEBO01 u Cloud-WEB02, ¢ ucrnionns3oBanneM cetu Internal-Net;

3. Ucnonb3oBathk anroputm OanaHcupoBky round-robin;

4. Ilpu ob6pamenun Ha [P-anpeca Cloud-HAO01 u Cloud-HAO02 u3 cetn
Management-Net ¢ nnctanca Cloud-ADM, kak Ha nopt 80 Tak u Ha mopt 443,
JTIOJKHO BBIBOJIMTHCS COJIepkuMoOe BeO-npuitoxkenus pazsépuyroro Ha Cloud-WEB01
u Cloud-WEB2, B ciiyuyae o6pamienust Ha opt 443 y Cloud-ADM He 1075KHO BO3-
HUKaTh HUKAKUX MpoOsieM ¢ cepThuduKataMu (He J0omycKaercs ucnolsb3zoBaHue «Jlo-

0aBJICeHUS UCKJIIOYEHHID»).
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i1. YcranoButh u HacTpouTh Keepalived:

1. Pexxum pabotsl: Active-Backup;

2. Cloud-HAO01: Axtusssiii y3ein (puopurtet 100);

3. Cloud-HAOQ2: Pe3epBnblit y3en (mpuoputet 90);

4. Hactpouts Buptyaabnsblii IP (VIP) ans oTka3oycToH4mMBOCTH, HC-
MOJIb3yiTe MepBbli He 3aHAThIN [P-aapec u3 noacetu Internal-Net;

5. Hactpouth ayTeHTH(PUKAIUIO MEXKY Y3JIaMU C UCIIOJIb30BAaHUEM 00-
IIEro CEKPETHOro Kitoua (6 mekywel eapuayuu 3adanus VIP — oondxxcen npocmo
ObIMb, U KOPPEKMHO nepemewamobcs mexcoy Axkmuenvim u Pezepenvim y310M, UCnOb-
306amv VIP — 011 Hacmpouku Kako2o-aubo uHo2o QyHKyuoHaia He mpebyemcs).

b) Peanusyiite cnemyrouuii ¢ynkiumonan Ha uHctancax Cloud-WEBO01 u

Cloud-WEBO02:

1. YcranoButh Apache2;

1i. Hactpouts Bed-cepBepa i1 00CTyKMBAHUS BEO-NIPHIIOKEHUS, 00ec-
neunTts noanepxky PHP;

111. HactpouTs B3aumojieiicTBue ¢ 6a30i JaHHBIX;

1v. Kox mpocToro (TecToBoro) BeO MpUIOKEHUS U MOJKIIOYCHUS K 0ase
JaHHBIX pacnofiokeH B [Ipunoxxennn (donyckaemcs 6HOCUMb USMEHEHUSL 8 UCXOOHBIX
KOO npunodiceHus — uckmouumenvio moivko 6 $hosts = ['Cloud-DB01', 'Cloud-
DBO02'] ona yxazanus neobxooumsix IP-adpecos unu 0oMeHHbIX UMEH, 8 3A8UCUMOCTU
om cnocoba peanuzayuu).

v. B pamkax nmoaceru ympasienus (Management-Net) npu oOpaitieHuu
B BeO-Opaysepe ¢ wuHctanca Cloud-ADM 1o nomenneiM wumeHam cloud-
web01.au.team u cloud-web02.au.team 101%HO 0TpabaThIBaTh BEO-MPUIIOKEHHE.

vi. Beb-npunoxenue nomkHo ObITh AocTynHo kak mo HTTP tak u no
HTTPS, B ciyyae ¢ HTTPS wucnons3yiite camonoanucaHHble CepTU(PUKATHI WM
uHble Apyrue, Ho ¢ nHcTaHca Cloud-ADM n011kHO OBITH KOPPEKTHOE JOBEPUE CEPTH-
¢ukaty (He HomycKaeTcs UCIoyIb30BaHue «/o0aBeHNs UCKIIOUEHUID»).

c¢) Peanuzyiite cnenyromuii pyukimonan Ha uucrancax Cloud-DB01 u Cloud-

DB02:
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1. YcranoButh PostgreSQL;
1. Hactpouts perukanuio mexay Cloud-DB01 (Master) u Cloud-
DB02 (Replica);
2. ObecneunTh OTKA30yCTOMYMBOCTh: B cilydae cOOsi mMactepa, pe-
TJTMKA JTOJDKHA ABTOMATHYECKH CTAHOBUTHCS HOBBIM MacTepoM (yumume, ymo npujio-
JHCeHue He BHOCUM HUKAKUX OAHHBIX 8 6a3y OAHHbIX, A MOAbKO NOJLyYaem ux, 3anpeuia-
emcs uzmMeHams yuémmole oannvle. Uma B/, nonv3oeamens u e2o napoib — 6 Ucxoo-
HOM KOO€ 8e0-NPUTLOHNCEHUST).
11. Co3iath TeCTOBYIO 0a3y JIaHHBIX U MOJIH30BATEIIS:
1. Co3nath 0a3y naHHbIX ¢ UMeHeM testdb;
2. Co3zpatb noJib3oBaredns testuser c rmaposuem testpassword;
3. HazHauuTh nosp3oBaresto testuser rmpasa Ha JOCTYII K 0a3e JaH-
HbIX testdb.
2. Peanmn3anusi CKpUIiTa aBTOMaTU3allAN
a) Ha Bupryanpnoii mammnae Cloud-ADM co3gaiite ckpunt configure-
cloudinfra.sh:
1. B kauwectBe pabodeil  TUPEKTOpPUM  HUCIOJNB3YUTE  MyTh
/home/altlinux/bin.
b) Ckpunt aojkeH ObITh pa3zpaboTaH TaKUM OOpa3oM, YTOOBI €ro MOKHO
OBLIIO BHITIOTHSATH U3 JIFO00M TUPEKTOPUHU 6€3 HEOOXOIMMOCTH yKa3aHUs MOJTHOTO My TH
K UCTIOJIHsIEMOMY (haidiry.
c) Jlyisi BBITIOJIHEHMS 3a/IaHUsI UCIIOJIb3yHTE MHCTPYMEHTHI aBTOMAaTH3alUU

KoHpurypamuu uHPpacTpykTyphbl Ansible.

4) HacTtpoiika MOHUTOPHHrA.

1. Cosnatite nacrauc ¢ umeHeMm Cloud-MON.

2. YcTaHOBHUTE CICAYIOMINE TTapaMeTpPhl U CO3/1aBaeMOT0 HHCTAHCA:
1. Tun BuptyansHoi mammssl: 1 vCPU, 1 I'b RAM.
i1. Pazmep aucka: 10 I'b.
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iii. B kadyecTBe OmnepalMOHHOW CHCTEMBI UCIOIb3yHTe AnbT Starterkit
(onmTuMu3MpoBaHHas cOopka moj obisaka), madiaod alt-pl0-cloud-x86_64 (pazmep:
385 Mub).

3. Opranmzyiite noctyn no SSH g0 uncranca Cloud-MON c uncranca Cloud-
ADM:

1. [lonxroueHre Ha OCHOBE KITFOUEBOM TMaPHI;

11. BO3MOXHOCTB TOJIKIIIOUEHHS TI0 UMEeHH cloud-mon 13 1o mojb30Ba-
tens altlinux 6e3 ykazaHus TOTIOJHUTEIBHBIX TAPAMETPOB.

4. Hactpoiite monutopuHr c¢ mnomouibio NodeExporter, Prometheus u
Grafana B Docker:

1. Co3pmailTe B AoMallHeld AMpPEKTOpUU moib3oBarens altlinux dgaiin
monitoring.yml s Docker Compose;

1i. Ucnonw3yiite koHteitHepsl NodeExporter, Prometheus n Grafana
1t cOopa, 00pabOTKU U OTOOPAKEHUS METPUK;

i11. Hactpoiite Dashboard B Grafana, B koTopom Oyner otoOpaxaTbes
3arpy3ka CPU, 00b€M CBOOOIHOM ONEpaTUBHOM MaMSITH U MECTa Ha JIUCKE.

iv. UWurepdeiic Grafana nomkeH OBITH JOCTyHNEH 1O HWMEHHU
grafana.au.team na nopty 3000 ¢ uncranca Cloud-ADM, u3 noj noiab3oBaTest
admin c naposiem P@sswO0rd;

v. Jo6aBbre mHctrancel Cloud-ADM, Cloud-BACKUPO1 u Cloud-
BACKUP(2 8 Dashboard qj1s1t MOHUTOpHHTA.

5) HacTpoiika pe3epBHOr0 KONNMPOBAHUS.
1. Cosnatite nacrancel ¢ umeHamu Cloud-BACKUPO1 u Cloud-BACKUPO02.
2. YcTaHOBHUTE CIEAYIOIIKE TapaMETPBI U CO3/1aBAEMbIX HHCTAHCOB:

1. Tun BupryansHoit Mamuuel: 1 vCPU, 1 I'b RAM.

11. Pasmep aucka: 10 I'b.

1ii. JlonmomaurensHbiil ToMm: S I'B.
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iv. B xauectBe omepanMoOHHON CHCTEMBI UCIOIb3yHTe AnbT Starterkit
(onmTuMu3MpoBaHHas cOopka moj obiaka), madaod alt-pl0-cloud-x86_64 (pazmep:
385 Mub).

3. Ha uncrancer Cloud-ADM, Cloud-BACKUPO01 u Cloud-BACKUP(02
ycranoBute Kubep bekan 17 Bepcuu:

1. CepBep ynpaBneHus HeobxonuMo pa3BepHyTh Ha uHcTaHce Cloud-
ADM;

i1. Hactpouts opranuzarmuto (otaen) AU_Team;

1i1. Hacrtpoiite nons3oBarens au-admin c naposiem P@sswOrd wu mpa-
BaMHU a]IMUHUCTpaTOpa Ha cepBepe yrpanienus Kudep bekar;

iv. B kauectBe y31m0B XpaHeHus wucnonb3dyite wuHctancsl Cloud-
BACKUPO01 u Cloud-BACKUPO02.

4. Hactpoiite yctpoiictBa xpaneHus Ha 0a3ze Cloud-BACKUPO1 u Cloud-
BACKUPO02:

1. [logkmounTe B KauecTBE YCTPONWCTBA XpaHEHUs! OJIOYHOE yCTPOMCTBO
sdb B popmare xfs;

11. YCTpONCTBO AOKHO OBITH P MOHTHPOBaHO B nanky /backups;

1i1. Haumenosanue xpannnun BACKUPO1 u BACKUP(02 B 3aBucumo-
CTH OT pa3MeIIeHU Ha COOTBETCTBYIOIIIEM UHCTAHCE.

5. Co3paiite man pesepBHOro komupoBaHusi st uHctanca Cloud-ADM, a
MMEHHO JJI JOMAIlIHEeW TUPEeKTOpUH nosb3oBatens altlinux.

i. B kauectBe y3na xpanenus ucnoibzyiite BACKUPO1;

ii. BpImonaHuTEe pe3epBHOE KOMMPOBAHUE JI JOMAILIHEH IHUPEKTOPUU
nosib3oBatess altlinux.

6. CozpaiiTe 1iaH peryimKauy pe3epBHON KOMUHU JOMAITHENH TUPEKTOPHUH TTOJIb-
3oBarens altlinux.
1. B kauecTBe y35a XxpaneHus peruinkanuu ucnonb3yiite BACKUP02;

11. BBITIOTHUTE pETUIMKAIMIO CO3/TAaHHON PE3ePBHOM KOTIHH.

6) 3aBepuieHne padoThI
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1. ITo okoHYaHUU paboyero BpeMEeHH OCBOOOIUTE pecypchbl 00Ja4HOIO MPOBaii-
Jiepa, UCTIOJIb30BAHHBIC JIJI1 aBTOMATUYECKU CO3JJaHHBIX OOBEKTOB.

2. Yanute BCe aBTOMAaTUYECKU CO3/IaHHBIC BUPTYaJIbHBIC MAIIMHbBI, CETH, 00h-
€KThI U IPyTHE PECYPCHI.

3. Buumanmue: HE ynansiite uncrancsl: Cloud-ADM, Cloud-MON, Cloud-
BACKUP01, Cloud-BACKUP02, a Taxxe pecypcbl, HEOOXOAUMBIE JIJIsl UX PYHKITH-
oHMpoBaHusA: BUpTyanbHbI wmapumpyTuzatop Cloud-RTR, BuptyansHbie ceTu:
Backup-Net, Management-Net, riaBaromuii [P-aapec acconuupyemsblii ¢ FHCTAHCOM
Cloud-ADM

4. Ba:xxHo: eciii B 00;1auHON MHPPACTPYKTYpe OCTaHYTCSl OOBEKTHI, KPOME TEX,
KOTOpbIE MepevYucyieHbl WK CO3al0TCA 0 YMOJIYaHUIO, IPOBEPKA BHIITOJIHEHHS 3a-

JaHusA HC 6YIIGT IIPOBOAUTHCA.
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IIpunoxenue:

<?php
// 3aronoBok HTML-cTpanuist
echo "<!DOCTYPE html>
<html lang="ru">
<head>
<meta charset="UTF-8">
<title>TecToBoe mpuioxeHune</title>
<style>
body { font-family: Arial, sans-serif; margin: 20px; }
.success { color: green; }
.error { color: red; }
.info { background-color: #f5f5f5; padding: 15px; border-radius: 5px; }
</style>
</head>
<body>

<h1>TecroBoe Beb-mpunoxenne</h1>";

// BeiBoz MeHH BeO-cepBepa

echo "<div class="info">
<h3>HWudopmarms o cepsepe:</h3>
<p>Beb-cepep: " . gethostname() . "</p>
<p>Bepcus PHP: " . phpversion() . "</p>

</div>";

// TlapaMeTpbI MOJKIIFOUSHHUS K 0a3e TaHHBIX

$hosts = ['Cloud-DBO01', 'Cloud-DB02']; // OcHOBHOI1 1 pe3epBHBIil CEPBEPHI
$port = '5432;

$dbname = 'testdb';

$user = 'testuser’;

$password = 'testpassword';

// TlombITKa MOAKIIOUEHHUSI K KaxknoMy cepBepy B/] mo ouepean
$connected = false;
foreach ($hosts as $host) {
$conn_string = "host=$host port=$port dbname=$dbname user=$user password=$password";

$conn = pg_connect($conn_string);

if (!$conn) {
echo "<div class="error'><p>He yzuanocs noaxiountses k cepsepy BJ[ $Shost: " . pg_last_error() . "</p></div>";

continue;

$connected = true;

echo "<div class='success"><p>¥YcnemHnoe noakimoueHne k cepeepy b/I: $host</p></div>";

// Tlomyuenue napopmarmu o cepsepe PostgreSQL
$result = pg_query($conn, "SELECT version(), current_user, current_database(), inet_server_addr(), inet_server_port()");
if (1$result) {

echo "<div class='error"><p>Owmmbka npu BeinoHeHH: 3anpoca: " . pg_last_error($conn) . "</p></div>";

} else {
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$row = pg_fetch_assoc($result);

echo "<div class="info">
<h3>Undopmanus o PostgreSQL:</h3>
<p><strong>Bepcus: </strong> " . htmlspecialchars($row['version']) . "</p>
<p><strong>Ilonb30Barens: </strong> " . htmlspecialchars($row|['current_user']) . "</p>
<p><strong>ba3za mauubix:</strong> " . htmlspecialchars($row['current_database']) . "</p>
<p><strong>Aspec cepBepa:</strong> " . htmlspecialchars($row['inet_server_addr']) . "</p>
<p><strong>Ilopt cepBepa:</strong> " . htmlspecialchars($row['inet_server_port']) . "</p>

</div>";

pe_free_result($result);

// TIpuMep BBIOJIHEHHS IPOCTOTO 3aMpoca
$result = pg_query($conn, "SELECT NOW() AS current_time");
if ($result) {
$row = pg_fetch_assoc($result);
echo "<p><strong>Tekymuiee Bpems B B/I:</strong> " . htmlspecialchars($row['current_time']) . "</p>";

pg_free_result($result);

// 3aKkpbITHE COCTUHEHHUS
pg_close($conn);

break; // [IpepbIiBaeM LUK IOCIIE YCIEIIHOTO MOIKIFOUSHUS

if (!$connected) {
echo "<div class='error'><h3>Kpurnueckas ommbka</h3>
<p>He yzaanoce noJIxI04YUThCS HU K OJTHOMY U3 CEPBEPOB 0a3bl JAHHBIX.</p>

<p>Iloxayiicta, monmpoOyiiTe mo3ke WM 00paTHTECh K aAMUHUCTpaTopy.</p></div>";

// 3aBepruerne HTML-cTpaHuiibt
echo "</body></html>";

7>
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IIpumep padoTOCIIOCOOHOCTH BEO-NIPUIIOKEHUS
o JlemoHCTpamus paboThI KOja, eciu HeT noaaepkku PHP:

TecTtoBOE Be6-npm10)|(euue
“; I BoiBoa umeHu BeG-cepaepa echo ™
Wndopmayus o cepeepe:

Be6-cepeep: " . gethostname() . "
Bepcua PHP: * . phpversion() . *

“; J NapameTpbl NoAKNKUeHNs K 6a3e fAanHbIX Shosts = [192.168.10.69', '192.168.10.707; // OcHOBHOI 1 pe3epeHbIii cepeepsl $port = '5432"; $dbname = 'testdb’; Suser = 'testuser’; s/l NonbiTka K kaxgomy cepeepy bJ1
no ouepeay Sconnected = false; foreach ($hosts as $host) { Sconn_string = "host=8host port=$port dbname=$dbname user=3user password=$password™; $conn = pg_connect($conn_string); || ('$conn)(echc

He yaanoce nogrniounTecs k cepeepy /] $host: ™ . pg_last_error()

“; continue; } $connected = true; echo *

Yenewsoe nogunouenne k cepsepy 611 $host

“; il Nonyuenme uicopmaumi o cepaepe PostgreSQL Sresult = pg_query($conn, "SELECT version(), current_user, current_database(), inet_server_addr(), inet_server_port()"); if (!$result) { echo "
OwnbKka nNpy BLINOAHeHN 3anpoca: * . pg_last_error($conn)

“; ) else { $row = pg_fetch_assoc($result); echo *

Wudgopmayus o PostgreSQL:
Bepcua: ~ . htmispecialchars($row[versionT) . "
n i ‘current_userT]) .~

Basa gaumbix: * . himispecialchars($row[current_databaseT) . *
Appec cepsepa: " . htmispecialchars($row[inet_server_addr]) ."

MopT cepeepa: " . htmispecialchars($row[inet_server_port]) . "

", pg_free_result($result); } // Mpumep Buinonnexna npoctoro 3anpoca $result = pg_query($conn, "SELECT NOW() AS current_time"); if (Sresult) { Srow = pg_fetch_assoc($result); echo *

Texywee spemn 8 BA: * . htmispecialchars(Srow[current_timeT]) . "

" pg_free_t ;: } / 3aKkpbiThe ¢ pg_close($conn); break; // Mpepsisaem uukn nocne ycneiwkHoro noaxmoyenus } if (ISconnected) { echo *

Kputuueckan ownbka

o JlemoHCTpamus pabOThI KOJIa, €cJik ecTh noajaepkka PHP, Ho HeT moakito-

yeHus K b1

TecToBOE Beﬁ-anl'IO)KeHMe

UHdopmayus o cepsepe:
Be6-cepeep: cloud-web01
Bepcusa PHP: 8.2.28

Kputuueckas owmnbka

He yaanock NogKMounTLCA HU K OAHOMY M3 cepBepoB 6a3bl aHHbIX.

Moxanyicta, NonpobyinTe No3xe Uin 06paTUTECh K aIMUHUCTPATOPY.
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o JlemoHCTpamus paboThI KOJia, €ciu ecTh nojiepkka PHP u noakrouenue k

b:

TecToBOE BeO-N punoXxeHue

WHhopmayus o cepsepe:
Be6-cepeep: cloud-web01

Bepcua PHP: 8.2.28

YcnewHoe nogxnioueHue K cepeepy BJ1: 192.168.10.69

WHdhopmauusn o PostgreSQL:

Bepcun: PosigreSQL 17.4 on x86_64-alt-linux-gnu, compiled by x86_64-alt-linux-gce (GCC) 10.3.1 20210703 (ALT Sisyphus 10.3.1-ali2), 64-bit
Mone3oBartens: testuser

Baza gaHHbIX: testdb

Apnpec cepBepa: 192.168.10.69

Mopt cepBepa: 5432

Tekywee Bpema B bA1: 2025-04-01 04:13:31.901597+00
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CHEIIUAJIBHBIE TIPABHUJIA KOMIIETEHIIUA

1. YyacTHMKaM TIpU BBINOJHEHHH BCEX MOIYJICH MOXXHO HCIIOJIb30BaTh
UHTEPHET-PECYPCHI, 32 HCKITIOUCHUEM:
— CucTeM KOHTPOJIS Bepcuit
— OO6mmenus IOCPEJICTBOM (hopyMOB/MECCEHIKEPOB/MHBIX CpEIICTB
KOMMYHHKAIH — BUICOXOCTHHTOB
— ABTOpH3anMs Ha TOOBIX pecypcax

2. Y4YacTHHKH WUMEIOT TPaBO 3aJaBaTh YTOYHSIONIME BONPOCHI dKCIEPTaM

(kpome »SKcrmepTa HAcTaBHHMKA) W BIPaBE IMOJYYUTh OTBET, €CJIH BOIPOC HE

MMpCAIroJIaracT moJIy4dCHHA HH(bOpMaHHH 0 pcajin3alu KOHKpCTHOﬁ TCXHOJIOTHH

2.1. JInyHbIi HHCTPYMEHT KOHKYPCAHTA
HyseBoi1 - Henb3s1 HUUETO MPUBO3UT.

2.2. MatepuaJibl, 000py10BaHNe U HHCTPYMEHTHI, 3aNipellleHHbIe HA

IIomaake

MoOunbHbIE yCTPOMCTBA, YCTpoilcTBa (HOTO-BUACO (DUKCAIUU, HOCUTETU
uH(pOpMaIu, HOCUMAasl JIEKTPOHUKA.

3. TIPUJIOKEHUA

[Tpunoxenue 1. MHCTpYKIUS 11O 3aIIOJIHEHUIO MATPHIIBI KOHKYPCHOTO 3aJaHuUs
[Ipunoxxenue 2. Matpuiia KOHKYpCHOTO 3aJaHUs

[Tpunoxenue 3. MHCTpyKIHMs IO OXpaHe Tpya
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